
 

     

 

 

The Question of Freedom of Speech Online: Online Trolling vs Online Terrorism 

 

Introduction 

The United Nations General Assembly Sixth Committee is the primary forum of the UN for the 

consideration of legal questions. The Committee bears responsibility for the progressive development of 

international law. This is reflected in Article 13 of the Charter of the United Nations, which relevantly 

provides: 

The General Assembly shall initiate studies and make recommendations for the purpose of: a. promoting 

international co-operation in the political field and encouraging the progressive development of 

international law and its codification … 

 As one of the main committees of the General Assembly, all member states are entitled to representation 

on the Sixth Committee of the General Assembly.  

Historically, the Committee has dealt with a wide variety of matters. The 1969 Vienna Convention on the 

Law of Treaties and the 1973 Convention on the Prevention and Punishment of Crimes Against 

Internationally Protected Persons, including Diplomatic Agents were both negotiated in part in the 

Committee.  
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At present, the Committee deals with a large variety of matters, including terrorism, the rule of law and 

private international law principles. 

Freedom of Speech Online 

Article 19 of the Universal Declaration on Human Rights states that   

Everyone has the right to freedom of opinion and expression; this right includes freedom to hold opinions 

without interference and to seek, receive and impart information and ideas through any media and 

regardless of frontiers.  

Furthermore, the International Covenant on Civil and Political Rights (ICCPR) provides a similar 

statement under Article 19. This states that anyone has the right to post and receive any information from 

any media including terrorists. Therefore, a question for the Committee to consider is whether terrorists 

and the material they post online would be protected under the same Articles with regards to freedom of 

expression.  

However, the ICCPR, under Article 19 section 2 states the rights stated in section 1 ‘carries with it special 

duties and responsibilities’ and may therefore be subject to ‘certain restrictions’ as long as it is provided by 

law and is necessary ‘for the respect of the rights and reputation of others’ and ‘for the protection of 

national security or of public order or of public health or morals’.  Therefore, this may provide a way for 

the Member States the ability to create an international legal framework that would not enable terrorist to 

“freely” provide any information online. Thus, prevent others from obtaining and receiving materials that 

may constitute as promoting terrorism.  
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Freedom of Speech and Terrorism Online 

 

A majority of the Member States of the United Nations have recognised the increasing use of the Internet 

and other technologies to incite terrorism. However, Sweden’s representative council stated, in the 66th 

General Assembly meeting, that this issue must be dealt with by means other than censorship and that 

fundamental freedoms and human rights must be protected.  However, terrorism is a matter of national 

security and that state governments have practiced censorship and surveillance in order to prevent any 

form of terrorism form occurring including online. Therefore, there must be consideration for both aspects, 

freedom of expression and obtaining any information from any media and matters of national security 

such as terrorism.  

Current International Framework on Online Terrorism 

 

Online or cyber-terrorism is an emergent form of conduct that is yet to be properly addressed in an 

international instrument.  

A resolution adopted by the General Assembly on ‘Combating the criminal misuse of information 

technologies’ (56/121) deals in an abstract way with cyber crime, but does not specifically address 

terrorism associated with information technology.  

The field is not totally bare however, and instruments dealing with singular aspects of terrorism do exist. 

For example, the 1999 Terrorist Financing Convention (officially called the International Convention for 

the Suppression of the Financing of Terrorism) sets out a framework for dealing with funding of terrorism, 

and places obligations on states to take measures against it. That instrument has been ratified by 186 states. 

Striking a balance between the right to speak freely online, with the interest in all nations to suppress 

online terrorism is no simple task and there is no instrument of the 6th GA that deals with the two issues 

together as of yet. 
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This is a brief list of some instruments that deal with terrorism in general and which may be useful as a 

background to any discussion on online terrorism: 

• 1963 Convention on Offences and Certain Other Acts Committed on Board Aircraft, 

• 2010 Protocol Supplementary to the Convention for the Suppression of Unlawful Seizure of 

Aircraft, 

• 1971 Convention for the Suppression of Unlawful Acts against the Safety of Civil Aviation, 

• 1973 Convention on the Prevention and Punishment of Crimes against Internationally Protected 

Persons, 

• 1979 International Convention against the Taking of Hostages, 

• 1980 Convention on the Physical Protection of Nuclear Material, 

• 1989 Supplementary to the Convention for the Suppression of Unlawful Acts against the Safety of 

Civil Aviation, 

• 1988 Convention for the Suppression of Unlawful Acts against the Safety of Maritime Navigation, 

• 2005 Protocol to the Convention for the Suppression of Unlawful Acts against the Safety of 

Maritime Navigation, 
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• 1988 Protocol for the Suppression of Unlawful Acts against the Safety of Fixed Platforms Located 

on the Continental Shelf, 

• 1997 International Convention for the Suppression of Terrorist Bombings, 

• 2005 International Convention for the Suppression of Acts of Nuclear Terrorism, and 

• 2010 Convention on the Suppression of Unlawful Acts Relating to International Civil Aviation. 

History of Online Terrorism 

 

Online terrorism is still a relatively new form of terrorist activity. With the massive rise of technology 

meaning computer systems are almost globally ubiquitous, there is now more reason than ever to seek an 

international agreement on how to proceed in relation to cyber-terrorism.  

Incidents involving cyber attacks against sovereign states either by individuals, politically motivated 

groups or other states are on the rise in conjunction with the significance of technology. Cyber attacks can 

be conducted across vast distances, and across borders without regard to physical barriers.  

In 2012, more than 1.5billion web-based cyber-attacks took place with attacks on official government 

departments, universities, banks and hospitals. Targets have included the US Department of Energy, 13 

attacks compromising of NASA Computers between 2011-2013, in December of 2012 cyberterrorists 

compromised the main website of ITU in an attempt to obstruct a treaty-making conference, 112 Indian 

government websites had been compromised between 2011 December – 2012. Ultimately, almost all 

government websites of UN Member States have been attacked between 2011-2012 alone including 

defacement, phishing and data theft. Additionally, some 20 intergovernmental organisations and UN 

bodies including IAEA, IMG, UNDP, UN and ITU have been victims of cyber-attacks.  
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Defining What Would Be Materials Promoting Terrorism Online 

 

With regards to freedom and expression and terrorism, there are issues to what would constitute as 

materials promoting terrorism. Some materials online would be clearly considered online terrorist 

materials; however, some may not seem to be as straight forward. Therefore, a clear definition of terrorism 

would aid in allowing authorities to determine whether materials online would be considered acts of 

terrorism or not.  

Resolution 69/127 on Measures to Eliminate International Terrorism provides a general idea of what 

would be defined as terrorism. Clause 4 of the resolution states; 

Reiterates that criminal acts intended or calculated to provoke a state of terror in the general public, a 

group of persons or particular persons for political purposes are in any circumstances unjustifiable, 

whatever the considerations of a political, philosophical, ideological, racial, ethnic, religious or other 

nature that may be invoked to justify them  

However, there is no universally accepted definition of terrorism  and contentious debates are still 

occurring. Thus, without an internationally agreed and accepted definition of terrorism; thus, it would be 

difficult to determine what materials online would be considered promoting terrorism. Furthermore, at a 

domestic level, different nation-states have adopted different definitions of cyber terrorism, which can add 

to the confusion and the controversial concept of terrorism. Therefore, in order to tackle the issue of cyber 

terrorism at an international level, there should be a set definition of terrorism, which is recognised by all 

nation-states.  
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The Role of Internet Intermediaries  

 

The Human Rights Organization indicated the key role in which Internet intermediaries play in facilitating 

connections providers and users of the Internet.  UNESCO found in their report, ‘Fostering Freedom 

Online The Role of Internet Intermediaries’, that internet intermediaries are strongly influenced by the 

laws and policies of the state.  For example, they are required by the government to restrict certain 

contents and provide data and comply with surveillance requirements.  Thus, this restricts Internet users 

to their right of freedom of expression and providing and receiving any information from any media. 

However, a government’s requests for data, censorship and surveillance are usually matters of national 

security and most commonly to prevent any form of online terrorism. Therefore, in order to protect the 

concept of freedom of expression but prevent any form of online terrorism from occurring, there should be 

an internationally recognised, regulated framework for determining what governments can request with 

regards to restricting and obtaining materials and data from Internet intermediaries.  

 

Issues 

 

Issue 1: Defining terrorism or terrorism online 

A threshold issue for any discussion of online terrorism and freedom of speech is a definition for online 

terrorism. Terrorism is occasionally defined for various purposes in international instruments. The 

committee may desire to draw on those definitions for the purposes of constructing a definition of online 

terrorism. 
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Delegates may wish to refer to existing treaties that contain internal definitions of terrorism for the 

purposes of understanding what may constitute cyber-terrorism. How is cyber-terrorism distinct from 

cyber-warfare? If a sovereign state conducts a cyber attack on another, would that fall under a potential 

framework, or is it a separate matter entirely? 

Issue 2: Jurisdiction and online terrorism 

Because of the nature of online terror, in particular the fact it can occur from anywhere in the world and 

against anywhere else, there is an issue around the kind of jurisdiction that ought to be exercised against 

cyber terrorists. Should a framework operate under the assumption that jurisdiction is universal, i.e. any 

state may prosecute a cyber terrorist? Or should these crimes be prosecuted domestically? If so, in the 

location of attacker, or the attacked?  

Issue 3: Use of cyber-crime and internet platforms to support non-cyber terrorist attacks 

The internet is prolific in its use as an information source. The ability to communicate to organise and carry 

out terrorist attacks, and provide instructions on how to create bombs and communicate about other 

terrorism related endeavours poses a real problem for states. While not an attack carried out digitally, it is 

nonetheless a way of using information technology to bring about terrorist attacks. Fundraising is also an 

issue. How ought this aspect of cyber-terrorism to be addressed? 

Issue 4: Online freedom 

Even if the definition of online terrorism and jurisdiction of member states are adequately addressed, how 

can the impact upon online freedom be minimised? What safeguards can be put in place to ensure that 

only the right kinds of internet use are targeted? 

 



 

 9    

 

Additional questions: 

 

Can an international framework deal adequately with both online freedom of speech and online terrorism? 

Does it warrant an international agreement, or can it be dealt with domestically? 

Can state governments and internet intermediaries cooperate in order to protect people’s right to freedom 

of expression as well as prevent any form of online terrorism? 
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See also: 

 

http://www.un.org/en/ga/sixth/ 

 

http://www.un.org/en/ga/sixth/68/ElimIntTerror.shtml 

 

https://treaties.un.org/doc/db/Terrorism/english-18-11.pdf 

 

Pardis Moslemzadeh Tehrani, Nazura Abdul Manap, Hossein Taji, Cyber terrorism challenges: The need 

for a global response to a multi-jurisdictional crime, Computer Law & Security Review, Volume 29, Issue 3, 

June 2013, Pages 207-215, ISSN 0267-3649, http://dx.doi.org/10.1016/j.clsr.2013.03.011. 

 

http://www.un.org/en/terrorism/ctitf/pdfs/WG_Compendium-Legal_and_Technical_Aspects_2011.pdf 
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http://www.un.org/en/sc/ctc/docs/2013/2013-05-24_ITU-Session%20I.pdf 

 


